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From STS to usability studies... and back

Can Johnny Build a Protocol? Co-ordinating
developer and user intentions for privacy-enhanced
secure messaging protocols
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Ab. A

secure protocols face increasingly
widespread deployment, differences between what developers
“believe” about user needs and the actual needs of real-existing
users could have an impact on the design of future technologies.
In the domain of secure messaging, the sometimes subtle choices
made by protocol designers tend to elude the understanding of
users, including high-risk activists. We’ll overview some common
p 1 design facing developers of secure i

protocols and test the competing understandings of these ques-
tions using STS-inspired interviews with the designers of popular
secure messaging protocols ranging from older protocols like
PGP and XMPP+OTR to newer unstandardized protocols used
in Signal and Briar. Far from taking users as a homogeneous
and undiffe mass, we between the low-risk

users that appear in most usability studies (such as university
students in the USA and Europe) and high-risk activist user-
bases in countries such as Ukraine and Egypt where securing
messages can be a matter of life or death.

dozens of “silos” that are completely unable to interoperate
with each other: WhatsApp users cannot chat with Signal
users, Cryptocat users cannot communicate with ChatSecure
users, and so on. This is in stark contrast to older federated,
tandardized, and freely li d technologies such as XMPP
with Off-the-Record (OTR) messaging or e-mail with PGP.
For example, any email service can openly communicate with
another (Gmail to Outlook, etc.) in a federated fashion. To
summarize, the properties for new protocols and applications
can be classified into six broad categories:

e Security Properties
e Group Support
e Privacy Properties

e Decentralization
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Internet freedom? B
Today, 38
governments are

Where Governments Have the part of the
Tightest Grip on the Internet Freedom Online
Countries with the lowest internet freedom index scores (2021)
china @ I o Coalition.
iran 2 I AN
Myanmar ¢ [N v ‘\ Cooni
Cuba &= LI
Vietnam @
Sl 2 N Internet Freedom Status X
Pakistan ([® 25
Eaypt & 26 wr Freedom on the Net measures internet freedom in 70
Eth'm’: g Z . . countries. Click on the highlighted countries for data
Uzbekistan @ e Argentina Australia from our 2022 report.

Russia @

* out of 70 countries assessed. 0= least free. Takes into account laws, blocking
of platforms & content, disruptions, disinformation, persecution of users
Source: Freedom House

@®06 statista %

Venezuela @@ 28
Bahrain P [INEEGE=T) ‘ ’ (. NOT FREE) (. PARTLY FREE) (. FREE)

Score: 0-39 Score: 40-69 Score: 70-100

Austria Canada

F

> N
-




How do we measure freedom of the net?

Network measurements: monitoring trafic anomalies

Remote measurements vs client-side approach (OONI probe)

Analyzing BGP routing (IODA, Radar (QRator Labs)

Multi-protocol analysis: Cloudflare Radar, M-Lab, ICLab

Censored planet: collects and analyzes measurements from ongoing deployments
of four remote measurement techniques (Augur, Satellite/Iris, Quack, and
Hyperquack)

e Legal/policy analysis



Case of Crimea

aulen|n

Figure 1: Average AS Hegemony for networks located
in Ukraine, Russia, and Crimea. High AS Hegemony
scores reveal networks that are central to reach a
region.
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Case of Crimea
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Figure 3: End of the Transition. Main dependencies of
Crimean ASes in 2017. Left nodes represent Crimean
ASes, other nodes are the main dependencies of
Crimean ASes at different points in time. Only the
highest dependencies are shown, in the case of a tie
the closest AS to Crimea in the AS paths is selected.

One activist said that [they] could
not open certain websites. We
looked at it, and saw that [the
access to] it was different
everywhere.” It all looks DIY. ISPs
behave in different ways.
Sometimes there are explanations
and blockpages, sometimes nothing
at all, some websites are partly
blocked, for example Krym.Realii -
just some urls and some articles are
blocked [A3].



The legend of “Runet”

6183 AS -- grator labs (2019)
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The death of “Runet’

Slow death of the runet (interviews with
ISPs...)

Waiting for the Sovereign Runet since
2016/2019
Feb 2022:

+ Annexation of Ukrainian infrastructures,
SORMification and russification of Ukrainian
trafic on the ToTs

+ Influence on neighboring countries (selling
SORM and DPI equipment; sanction
circumvention

“runet” has no borders?




War on VPN | ;";?"-’- Se—

e War VPNs (aug-oct 2023: 167 M=
VPN services blocked) Al = ==
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e Advanced usage of DPI device

called TSPU for protocol-based
blocking (Wireguard, OpenVPN, S e AR e
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https://theins.ru/en/politics/265749

TIpunoxxenue Ne 2

CnucoK TEeXHOJIOIMYECKUX IIPOLECCOB OpraHusanuu

IMpunoxenue Ne 1

CIIHCOK CEPBUCOB U IPOTOKOJIOB, HOJIEKALUX OrPAHHYCHHIO

HaumenoBanue
OpraHusaiu

Texnonornueckuit
rnporecc

ITy6anunbie IP-
ajpec(a) cepBepos,
obecreYrBaroInX
VPN coeaunenue

KonrakrHas
uHbopManyst
TEXHUYECKOTO
cnenuaiucra (OPUO,
TenedoH, aapec
9JICKTPOHHOM 110YTHI)

Source: leak from Ministry of transportation

on VPN blocking

o Ne
HanmenoBanue Haumenopanue
/i /i
1. [Private Internet Access VPN 36. |WhileHat VPN Free vpn
2. |VPN Area 37. |YellowFlash VPN
3. [PIA VPN: cmena IP 38. |INDIA VPN — Secure VPN
4. |Altvpn 39. |VPN — Hesuaumka Onnaiin
5. [BullVPN — VPN Proxy Protect 40. |CheatVPN
6. |ItHelper 41. |Lets VPN
7. [Ivacy Private VPN 42. |Rez Tunnel VPN
8. |Ninja VPN 43. |Swing VPN
9. |Panda VPN 44. [Upnet VPN
10. |Planet free VPN 45. |Veeet+ VPN — Fast & Stable VPN
11. |VPN by FireVPN 46. |HideMyIP VPN — Geictpbiii BITH
12. |Goat VPN 47. |ebur.net VPN —Fast VPN
13. |Larva VPN 48. |PureVPN: Fast and Secure VPN
14. |Mayi VPN 49. ITporokon Shadowsocks Ha TpaHcrpaHHYHBIX
y3J1ax CBSI3H
15. |PrivadoVPN
16. |Stark VPN Reloaded
17. |Stark VPN Unlimited Free VPN
18. [VPN Master — fast proxy VPN
19. |Wirevpn — Fast Unlimited Proxy
20. |Asia VPN —4 UAE, Saudi, Oman
21. |Secure VPN Proxy: Super Safe
22. |Cool VPN Pro: 6e3onachbiit VPN
23. |VPN cepaepa B Poccuu
24. |CloudVPN — BriH npokcu mactep
25. [Vava VPN
26. |BeastVPN: Secure and Fast VPN
27. [Kiwi VPN Connection IP Changer
28. |Blue Speed VPN: Secure & Fast
29. |Droid VPN-Secure Proxy Premium
30. |[GABBY VPN-PRO
31. |i2VPN — Secure VPN Proxy
32. |ItsVpn: vpn v2ray Fast Proxy
33. |[Nolog VPN — Fast Secure Proxy
34. VPN Vault — Super Proxy VPN

. |[VPN99



https://t.me/zatelecom/27010
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Source: OrderCom
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But... censorship is an experience!



What people see / how do they feel about connectivity?

Can we actually measure
the experience of
network interferences?

How does it affect work
and life of people?

What does it mean a
VPN that **works**

At which point does it
become unbearable for
the user?
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VPN measurements... undone!

“All of them claim to be the best’’: Multi-perspective study of
VPN users and VPN providers

Reethika Ramesh
University of Michigan

Abstract

As more users adopt VPN for a variety of reasons, it is impor-
tant to develop empirical knowledge of their needs and mental
models of what a VPN offers. Moreover, studying VPN users
alone is not enough because, by using a VPN, a user essen-
tially transfers trust, say from their network provider, onto
the VPN provider. To that end, we are the first to study the
VPN ecosystem from both the users’ and the providers’ per-
spectives. In this paper, we conduct a quantitative survey of
1,252 VPN users in the U.S. and qualitative interviews of nine
providers to answer several research questions regarding the
motivations, needs, threat model, and mental model of users,
and the key challenges and insights from VPN providers. We

Anjali Vyas
Cornell Tech

Roya Ensafi
University of Michigan

Only limited prior work has delved into the human factors of
VPN use: factors that contribute to retention of VPNs [29,55],
attitudes of university students and corporate users towards
VPNs [3, 10, 11], and the widespread misconceptions of how
privacy-enhancing tools work [45].

However, no study has combined both the users and VPN
providers perspectives to answer fundamental questions about
the VPN ecosystem. For instance, users using VPN are es-
sentially transferring trust from their network provider onto
the VPN provider, but it is unclear as to what VPN features
encourages them to make this shift? On the other hand, the
VPN industry has been known to employ various marketing
tactics [1] and dark patterns around discounts [21,48], but it
is vet unknown if these practices are bound to have anv sie-



Russian censorship studies... still lack on-the-ground

reports!

TSPU: Russia’s Decentralized Censorship System

Diwen Xue Benjamin Mixon-Baca ValdikSS
University of Michigan ASU/Breakpointing Bad Independent
Anna Ablove Beau Kujath Jedidiah R. Crandall
University of Michigan ASU/Breakpointing Bad ASU/Breakpointing Bad
Roya Ensafi
University of Michigan
ABSTRACT 1 INTRODUCTION

Russia’s Sovereign RuNet was designed to build a Russian national
firewall. Previous anecdotes and isolated events in the past two
years reflected centrally di d c hip behaviors across
multiple ISPs, suggesting the deployment of “special equipment” in
networks, colloquially known as “TSPU". Despite the TSPU com-
prising a critical part of the technical stack of RuNet, very little is
known about its design, its capabilities, or the extent of its deploy-
ment.

In this paper, we develop novel techniques and run in-country
and remote measurements to discover the how, what, and where of
TSPU’s interference with users’ Internet traffic. We identify differ-
ent types of blocking mechanisms triggered by SNI, IP, and QUIC,
and we find the TSPU to be in-path and stateful, and possesses
unique state-management characteristics. Using fragmentation be-
haviors as fingerprints, we identify over one million endpoints in
Russia from 650 ASes that are behind TSPU devices and find that
70% of them are at most two hops away from the end IP. Considering

Since 2012, the Russian government has been developing both legal
and technical frameworks to construct its censorship apparatus [17].
In May 2019, the “Sovereign RuNet" law was signed, requiring tele-
com op: to install a h: -grown DPI system, colloquially
known as “TSPU”, on their networks free of charge [20]. This pro-
vides the government with an extraordinary ability to centrally
and unilaterally control the traffic passing through thousands of
privately-owned, distributed ISPs. This centralized control was
established to isolate Russia’s internal Internet ecosystem from
the rest of the world to “protect” Russia in the face of foreign
threats [27].

Previous studies independently point to the deployment of the
TSPU. In March 2021, Russia pressured Twitter to comply with
its content removal requests with targeted throttling and threats
of outright blocking [29]. Xue et al. showed that throttling behav-
iors demonstrated a high degree of uniformity and coordination
across a range of ISPs [98]. Subsequently, Roskomnadzor, Russia’s

that TSPU devices progressed from ideation to deploy in three
years, we fear that the emerging TSPU architecture may become a
blueprint for other countries with similar network topology.

ication agency, publicly confirmed that the TSPU, which
comprises the technical stack of RuNet, was used for throttling [28].
In March 2022, censorship observatory OONI reported that many

nawre and carial madia citac nramating nareativac critical af tha

TSPU: Russia’s Decentralized Censorship System
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What OONI sees?
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Censorship still inconsistent across the country

OONI Measurement Aggregation Toolkit (MAT)

Create charts based on aggregate views of real-time OONI data from around the world
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Censorship is a complex experience! ~
oz Ha (?Bﬂsyl‘ I‘ Cnyxx6a T
| % Pinned Message

Mokay Hac He 6b110 COO6LLEHMI
U3 cnepyoLLMX PErMOHOB:

O6nacTu:
Amypckas,
AcTpaxaHckas,
KypraHckas,
MaragaHckas,
CaxanuHckas;

Pecny6nuku:

Apbires,

LarecTtaH,

UHryweTtus,
Kanmbikus,
KapauyaeBo-Yepkeccus,
MoppgoBus,

CeBepHas OceTusa-AnaHus,
Caxa,

TyBa,

YeyHs;

A Takke EBpeiickas aBTOHOMHasi

Source: NaSvvazi digital helpline o6nactb



https://t.me/na_svyazi_helpdesk/196
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Raspad.network

Regional separatists

direct action

https://qgitlab.com/raspad-network/sources



https://gitlab.com/raspad-network/sources

Regional shutdowns

BGP - Global Prefix Visibility - Geolocation - Net Acuity - Europe - Russian Federation - Ingush - IPv4 - Visibility Threshold - At least
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https://ioda.inetintel.cc.gatech.edu/

PernoHsl, rge oTcyTcTBYOT 30HAbI RIPE

Atlas.
# Cy6bekT PO
1 Pecny6nuka bypsaTtusa
2 Pecny6nuka CeBepHas OceTus —
AnaHus
3 Pecny6nuka Agbires
4 Pecny6nuka Caxa (KkyTus)
5 Pecny6nuka Komu
6 Tam6oBckasi o6nacTb
7 Pecny6nuka UHrywetus
8 Kab6apauHo-bankapckas
Pecny6nuka
9 Pecny6nvka Kanmbikus
10 EBpeiickas aBTOHOMHas o6nacTb
11 Pecny6nuka Mapuit 9n
12 Kamuatckuit kpan
13 YyKOTCKWIA aBTOHOMHbIN OKPYT
14 Pecny6nuka TbiBa
15 HeHeuKWn aBTOHOMHbIN OKpYT

Ton-10 ny4wmnx pernoHoB Mo Koan4yecTBy

30HA0B RIPE Atlas.

#

2

10

Cy6beKT PO

r. MockBa
r. CaHkT-lMeTepbypr
MockoBckasi 061acTb

HoBocubupckas
o6nacTb

OmMckasi o6nacTb
KpacHopapckun kpam
BopoHexckasa o6nactb

CeepgnoBckas
obnacTb

Pecny6nuka TaTapcTaH

JleHuHrpagckas
obnacTb

3HayeHue
YyacTHoro
nokasartens

25,55
10,92
6,85

2,67

1,63
1,63
1,63

1,51

1,51

1,51

Source: OZI| report on connectivity of RU regions
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*Kpbiv 1 CesacTonons aHekcuposatt: Poccweii 8 2014 rony

Source: Meduza investigation

on n of ru soldiers died in UA



https://ozi-ru.org/proekty/shutdown-report-connectivity/
https://zona.media/casualties
https://zona.media/casualties

Telegram & WhatsApp blocking in Bashqgortostan
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Telegram & WhatsApp blocking in Yakutia

AHOHUMHO C©

AKyTUA, HUYero He paboTaeT, HM BaTcan, Hu

Tenera, HU 0Ty6, HWU ryra HUXpeHa BoobLle

5

ExkaTtepuna O
AryTKA, HUYero He paboTaer!

3

AHOHUMHO

AKyTCK, BOTCAnn, Tenerpam nex<aT c yTpa. Hu c
BMH, HW 6e3 BMH He paboTatoT. «[logkaoyeHne»
N «0BHOBMEHMe» — BOT 1 BCE, 4TO A BUKY. A,

ele TybuMK ToXKe H1Yero He rpy3nT. MTC.

3

MpaxkpgaHuH. O 1aenbHasan

AryTua. KOTy6, Tenera, BoTcann He paboTator.
[loxorke ngeT NnoaAroToBKa K OTK/IHOHYEHUHO
HaBcerga, NMogapokK OT BAACTU rpaxkgaHam K

Bblbopam. CeBepo-Kopelickuin BapuaHT.

3 OTBEeTUTH



Reports on blocking of Whatsapp and Telegram

Yrto ceropHsa ¢ WhatsApp*

MpaduK HarNgaHo NoKasbiBaeT AMHaMMUKY Nnpobaem 3a nocnegHue 10 gHen.
Ecnn Ha rpaduKe BUAEH CU/bHBIN OTPbIB OT NpeablAyLUNX 3HaYeHUI, 3Ha4MUT cOoin HoCUT
MaCcCOBbIN XapaKTep.

Source: coon.pd




Reports on blocking of Whatsapp and Telegram

Uro cerogHs ¢ Telegram

MpaduK HarnagHo NoKasbiBaeT AnHamMuKy npobaem 3a nocnegHue 10 gHei.
Ecnu Ha rpadvike BUAEH CU/bHBIM OTPbIB OT NpeablAyLnX 3Ha4YeHui, 3Ha4uT cboit HocuT
MacCoBbIl XapakTep.

.L..-g-.

Huke Ha rpaduke KonnyecTBo Kanob 3a nocnegHune 24 yaca Ha Telegram

Source: cbon.pd



Methodological challenges

e Regionall/local blocking is hard to prove (OONI data unequally distributed,
lack of probes in remote regions, most probes in bigger central cities)

e Big ASNs — hard to geolocate

e Patchworked censorship, inconsistent across networks and even across
browsers

e Measuring from outside... not accurate! Censorship is best measured from
inside out



Bringing users in

No “runet” but “runets”

Organizing w indigenous activists to popularize OONI probe across regions
Developing a secure protocol to enroll testers and collect data

Collecting qualitative descriptions of “experiences of censorship”

Opening up “censorship” — information control

Partnering with RiseUp/LEAP project to conduct fine-grain connectivity tests
for a variety of circumvention protocols and bring new tests to OONI



“Silicon curtain”

Ct

Source: Ceno browser -- censorship.no



Road to Cheburnet

Dictator simulator. Using bribery, infrigue
and forceful pressure, organize real
censorship - and find out what happens

after.

Discuss the game

You will protect the sovereign rights of our state.

Our ancient traditions are in jeopardy. The web gives a
voice to every fool. Your job is to build a sovereign
Internet. I'm giving you 25 years to do it. It seems like
a long time, but you don't have time to waste. And
keep an eye on the number of unhappy people; we
don't want any disruptions.

[m]zx
T 0

“The Road to Cheburnet” —
a game by eQualit.ie
and Noesis games



DONATE!!!

.'E

I-

':-'

LONNECTED
L E .-rf



